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1. Regulations

2. Decisiontree

3. Howwe seethe threat landscape

4. About Security at Swisscom

5. Swisscom Security Portfolio

6. DPO Job



Regulations



ÁFINMA Č 8 circulaires

ÁCloud Act vs Patriot Act

ÁPrivacy Shield

ÁUS Persons

ÁGDPR Č DPO
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Data Management

AB_RS18_03_20170921.pdf
CLOUD-Act-et-PARTIOT-Act.pdf
PS Overview for Individuals.pdf


Le «challenge»

Transformation Banking

Medical

Legal

Cloud acceptance Which Cloud ?Objectives
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Questions a customer 
has to ask himself 

Customer requirements are key for the right platform 

choice 

Swisscom fully supports Public Clouds

Some customers could put workload on public clouds, 

but they do not want to depend of an international 

service provider

Hybrid IT is common

A mix of many Clouds is the standard

Cloud needs to be fully operated by Swisscom 

ƻǳǘ ƻŦ {ǿƛǘȊŜǊƭŀƴŘΚ L ŘƻƴΩǘ ǿŀƴǘ ǘƻ ŎƻƴǎǳƳŜ 

native AWS or Azure services

Yes

No



Want to 

operate SAP?

Yes

11

Reliable hosting 

platform for existing 

standard applications 

(IaaS)?

Yes

Dynamic 

Computing 

Services

No

Instantly (Lego 

bricks):

Enterprise Service 

Cloud

Integrated

in your IT 

landscape:

Scalable Platform for 

development and 

operation of new cloud 

native SW (PaaS)?

Yes

ApplicationCloud 

Public

Enterprise 

ApplicationCloud

No

Located in Switzerland

Enterprise 

servicecloud

for SAP solutions

Instantly (Lego 

bricks):

Integrated

in your IT 

landscape:

Back
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Do data need 

to be in 

Switzerland?

Do you have SAP 

Workload?

Do you want to 

stretch VMWare 

workload into Cloud 

(VMC)?

Yes

Do you use Microsoft 

development tools or 

do you have a strong 

Microsoft footprint?

Yes No

Azure

Located in Switzerland

Yes

AWS Azure AWS

Yes

No No No

Azure

Back



Swisscom 
FromGroup Security

C2 Internal

Security First
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The threat is real
Every monthabout

20
Security incidentsthat were dealt 
with by Swisscom CSIRT

2'200
Residential customers who are 
informed about a malware attack 
on their computer

2'500
Residential customerscontacted
asa resultof hackedcustomer
accounts

3'000
Detectedand blockedphishing
attacks

2'100'000
AttackattemptsagainstSwisscom 
instrastructureblocked
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Structure of the radar
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Threat radar 2019
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3D-Printing

Workplace Diversity

Insider ThreatDevice Theft

Drones & Robots Infrastructure Masconfiguration

DecentralisedDevelopment

SCADA

IoTDevicesSecurity job marketIoT-Based DDos

Digitalisation

Subscriber
Compromisation

AI/Analytics

Political Influence

Digital
Identity

Destabilising/ 
Centralisation

Automatisation& Scaling

All IP
Increased Complexity

Quantum
Computing

Ransomware

Targeted Attacks (APT)

5G SecurityInfrastructure
Integrity

TrendToday

Å4 rings: actuality of the threat 

Å7 segments: threat domains

ÅSource of the information

- Attacks & incidents

- Market analysis

ÅTrends & speed



Structure of the radar
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Threat radar 2019
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DecentralisedDevelopment

Security job market

AI/Analytics

Increased 
ComplexityTargeted Attacks (APT)

TrendToday

Å4 rings: actuality of the threat 

Å7 segments: threat domains

ÅSource of the information

- Attacks & incidents

- Market analysis

ÅTrends & speed



Å Security Framework provides guidance, 
capabilities and solutions 

Å Clear relationship and interaction between 
layers is key for acceptance 

Å Information in a given layer must be relevant 
for the targetedaudience and easy to find

Å Basis for enabling self-service 

The Swisscom Security Framework
Foundation, guidance and useful information

Sec.-
Directive

Security 
Policy

Security Procedures 
& Guidelines

Security Architecture
Capabilities & Solutions

Strategic
Why?

Tactic
What?

Operational
How?
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Swisscom Security Portfolio
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CYBERSECURITY

In a networked, digitalized world, we create security for Swiss 
companies and their customers worldwide.
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Attacks Methodes

Spam

Harmful 
code

Drive-by-Exploits und 
Exploit-Kits

Botnet

Social Engineering

Denial of Service

Advanced 
Persistent 
Threats (APT) 

CYBER SECURITY
in the digital world
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Politisch

Financial

Motivation

Cyber-criminals

Attacker Typology

secret services

Hacktivism and 
Cyber-Activists

Internal offender
Internet attack
platform

�c�����]�P�]�š���o��nonchalance�^

Vulnerabilities

Use of obsolete 
software and unpatched 
systems 

Mobile 
terminals

IoTCauses

Sabotage

Espionage


